1LENESAS Application Note

QE for USB: A Dedicated Tool for USB
Usage Guide

Introduction

By using QE for USB V1.2.1 (the technical preview edition), one of the application-specific QE (Quick and
Effective tool solution) products from the Renesas solutions toolkit, you can easily debug USB systems,
shorten development periods, and reduce costs.

This guide illustrates how to use this tool and is based on actual examples. For details on individual
functions, also refer to the QE for USB help system.

Target Device
RX family: RX111, RX231, RX62N, RX621, RX63N, RX631, RX64M, RX65N, RX651 and RX71M
RL78 family: RL78/G1C and RL78/L1C

*This usage guide uses actual examples on an RX65N-2MB.
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QE for USB: A Dedicated Tool for USB Usage Guide

1. Configuration of a System

The configuration of a system where QE for USB is in use is shown below.

E2 emulator Lite

Development environment:
e? studio V4.0.0 or a later
version

USB cable + QE for USB plug-in

Target board

Figure 1-1 Configuration of a System

The combination of an RX65N-2MB RSK and the USB firmware are used as the example of a system in this
usage guide.

Operating Environment

e Host OS
Windows 7, 8.1, or 10 (Japanese or English edition)
e Emulator
E1 emulator, E20 emulator, E2 emulator and E2 emulator Lite
e Development environment
e? studio V4.0.0 or later
e Target board
The RSK for the target device (MCU), the HMI solution kit, and the target device are mounted on the
target board.

*The user must provide support in the form of the e? studio, the emulator, and the target board.
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2. Installing QE for USB

You can obtain QE for USB from the URL below.
https://www.renesas.com/qe-usb

Install QE for USB through the following steps.

Step 1 Run  Window | Help
';ég_:' Welcome
% ‘% 4 @ Help Contents
: %" Search
Show Contextual Help

Show Active Keybindings... Ctrl+Shift+L
Tips and Tricks...
Cheat Sheets...

RenesasRulz Community Forum
Add Renesas Toolchains

Perform Setup Tasks...

Y

[Install New Software...] in the
[Help] menu of the e? studio

2 Check for Updates
r-----------------
[ Install New Software...

Renesas e2 studio feedback
4% AR Embedded Workbench plugin manager...

E About & studio

Step 2
B install ] '3
Available Software
Select a site or enter the location of a site. R
= == -
Work with:” | Y §]| Add l Manage
o b - [Add] button
type filter text
Name Version
[J (D There is no site selected.
Select All Deselect All
Details
Show only the Jatest versions of available software [ Hide items that are already installed
[A Group items by category What is already installed?
[J5how enly software applicable to target environment
[ Contact all update sites during install to find required software
@ < Back Next > Einish Cancel
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QE for USB: A Dedicated Tool for USB
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Step 3

Add Repository >

Mame: | | Local...

Location: |jar‘."iIe:_e‘C:_eWorke'RenesaSQE_usb_W21 ziphf Spemfy the le file for

QE for USB that has
been downloaded.
-
? oK Cancel
—
B install [m] X
Step 4 Available Software
Check the items that you wish to install. 4)‘--
Work with: |jarfile:/C:/Work/RenesasQE_usb_W121.zipl/ ~ Add.. Manage...
type filter text
h-----l Version
I &0 Renesssae Select this check box.
-
Select All Deselect All 2 items selected
Details
Show only the Jatest versions of available software [~1 Hide items that are already installed
[ Group items by category ‘What is already installed?
[ Show only software applicable to target envirsnment
[[] Contact all update sites during install to find required software
P ——
®@ < Back ' Finish Cancel

Click on the [Next] button.

Although a security warning message appears,
select the certificate and restart the e? studio to
complete installation.

Figure 2-1 Installing QE for USB (in Outline)
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< How to Install This Product (Detail)>

1.
2. From the [Help] menu, select [Install New Software...] to open the [Install] dialog box.

3.

4. Click the [Archive] button, select the zip file for installation in the opened dialog box, and click the [Open]

oo

8.

9.

Start e? studio.

Click the [Add...] button to open the [Add Repository] dialog box.

button.

Click the [OK] button in the [Add Repository] dialog box.

Select the [Renesas QE for USB] and [Renesas QE common] check boxes displayed in the [Install] dialog
box and click the [Next] button.

Check that [Renesas QE for USB] and [Renesas QE common] are selected as the target of installation
and click the [Next] button.

After confirming the license agreements, select the [l accept the terms of the license agreements] radio
button, and click the [Finish] button.

A security warning message will appear; click the [OK] button to continue installation.

10.1f the dialog of the trust certificate is displayed, check that certificate and click the [OK] button to continue

installation.

11.When prompted to restart e? studio, restart it.

R20AN0413EJ0101 Rev.1.01 Page 5 of 20
Mar.22.19 RENESAS



QE for USB: A Dedicated Tool for USB

Usage Guide

3. Importing the Sample Project
You can obtain a sample project for the USB (PHID) firmware for the RX65N-2MB from the URL below.

https://www.renesas.com/search/keyword-search.html#q=r01an2664

Alternatively, you can directly import the sample project by right-clicking on the application note
(RO1AN2664EJ****) for the above firmware in the smart browser of the e? studio and selecting the menu item
[Sample Code (import projects)].

The downloaded project is imported to the e2 studio through the following steps.

Step 1

Step 2

workspace2 - &° studio
File Edit Source Refactor Mavigate Search Project Renesas View:
New Alt+Shift+N 2 L Configuration
Open File... L E- @ -
(3 Open Projects from File System... o
Close
Close All Ctrl+Shift+W
Save Ctrl+5
Save As...
Save All Cirl+Shift+S
Revert
Move...
Rename... F2
& | Refresh F5
Convert Line Delimiters To »
Print... Ctrl+P
N N N N B N BN BN N B B
g | .. H i
l; gmpo- N e2 studio [Flle] -> [Import] menu
[T port...
Properties Alt+Enter
Switch Workspace >
Restart
Exit
Import O X
Select \‘
Create new projects from an archive file or directony E 5

Select an import wizard:

type filter text

v (= General ~
%ﬁw& - -
l_;:if‘g:ﬁ“i”ﬁ"“_‘“_e —J Import the existing project into the workspace.

T GNUARM-NONE/RZ(DS-5) project conversion to GCC ARM Embedded
ij}} HEW Project
[T Preferences
[ Projects from Folder or Archive
2% Rename & Import Existing C/C++ Project into Workspace
e Renesas CCRX project conversion to Renesas GCCRX
e Renesas C5+ Project for CATEKOR/CATEKD
e Renesas C5+ Project for CC-RX and CC-RL
= C/C++
(= Code Generator

o Inetall

@ < Back Einish Cancel

B
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Step 3

m Import

Import Projects

Select a directory to search for existing Eclipse projects,

OSeIeclmugd\recl%
- - L

Projects:

(®) Select archive file: C¥Work¥an_r01an2664ej0124_ush.zip ~

[] RX63MN (an_r01an2664ej0124_usb/workspace/non0S/RXGEIN/)
[] RX64M (an_r01an2664ej0124_usb/workspace/FreeRTOS/RX64M/)
[[] RXB4M (an_rD1an2664ej0124_usb/workspace/nonOS/RX64M/)
[[] RXE5N (an_r01an2664ej0124_usb/workspace/FreeRTOS/RXE5N/)
[[] RXE5N (an_r01an2664ej0124_usb/workspace/non0S/RXE5N/)

. -
— =

= VS T BECAE) Oves e, P . =

I RX65M_2MB (an_r01an2664ej0124_usb/workspace/nonOS/RXE5N_2MB/)
N R W P | PPN O [ USSP P, P
[] RX71M (an_r01an2664ej0124_ush/workspace/nonQS/RX7T1M/)

Options

Search for nested p

Copy projects in pace

[ Hide projects that already exist in the workspace
Working sets

[ Add project to working sets

@ < Back Mext > I I Cancel

Brov
L]

Browse...
Select All
Deselect All

Refresh

Select

New...

Select...

Specify the downloaded
sample project.

he RX65N_2MB(nonQS)

Click on [Finish]. This completes importing of the sample

project.

Figure 3-1 Importing the Sample Project
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4. Using QE for USB to Check a USB Connection
Build and execute the sample project to check the state of a USB connection by using the QE for USB tool.

Prepare a USB cable for connecting the target board to the USB host (PC).

4.1 Showing the USB State on the State Chart View

Step 1: Start building and debugging.
Start debugging.

Build the project. )
- (hardware debugging)
L workspace2 - & styg - m}
P
r;g i urce Refactor Mavigate Search Project RenesasViews Run Window Help
--- Mo Launch Configurations on: | --- Imifhd B v m i w
| s
s ~ - AT Al - AU R AR RS R Nl I s W v S
(no launch history) | 3 % | |[Eoc
[ Project Explorer 52 = Debug As > [c7 16 Simulator Debugging (RH8s0) =
= <§> = Bang i EJ ‘“#ch- - - ‘
~ 15 RX65N_2MB [HardwareDebug] Organize Favorites... I 3 Renesas GDB Hardware Debugging utlinei
P Binaries ) LI NP P UL S S p e B ol
[ Includes
v @ sre
(&= demo_src
= smc_gen
(= HardwareDebug
4= RXB5N_2MB.rcpc
{5 RXESM_2MB.scfg

When you start debugging for the first time, you must make the required
initial settinas shown below in the dialoa boxes that are displaved.

1. Select the E2 Lite (RX). 2. Select the R5F565NE as the device.
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Step 2: Open [USB State Chart (QE)].

B workspacez - & studio
File Edit Source Refactor Navigate Search Project | RenesasViews | Run Window Help
(46 Detug v|[Ewes oo | is-dele-&-8
: —— Code Generator > L. . .
LW P AR T R oo P ie® - gl
cbug
e2 solution toolkit > Quick Acces!
A5 Debug 3 Pariner OS > [V 2 % 8. LR B E. M
v [69 RX65N_2MB.x [Renesss GDB Hardware Debugging] Renesas OS >
v i RKeSN_2MB.x [1] Renesas QF > §  USB Descriptors (QE)
# : :
v if? Thread #1 1 (single core) (Suspendied: Signal : 5 Sample Category > ol bl it il -
= PowerON_Reset_PC() at resctprg.c:142 Oxffel St Confiomat, I usaﬂsm - "‘Q -
W re-elf-gdb -re-force-vz (7.6.2) mart Configurator e Chart (QF) I
5] Renesas GDB server (Host) Ty > - -
fi  Measuring Current Consumption (QE}

Step 3: Run the system.

Show the [USB State Chart (QE)] view.

/ Button for running the system

B con.

PUEAH, S ¢ [Reriecns GO Harchware Debugaing) Renesss GO cerver [Hos
Starting downicad
Finished download

M Tk [P Db @ Sea. [@0et. ClRen LRl B Tce fiMen.  § Me

kb recet; udia (= ] =
ul.a- BN LS e B #i
-—
. Detreg 1 ey == e o -
v B e =t sl “ |6 T
- | x|
o § U State Chaet (0] T2 i@ =0
a5
1 USB State Chart
pended |
| I -
Ry e °
TSEALLivesd) t A
i A
!
.-(\N Rocet
M
-

Index
APl (Vs 3 Ren. [] M-
HEl @1~

& X %) KAb

el a

In this state, with the system running, connect the target board to

Step 4: Connect the USB cable.

the PC (host) via the USB cable.

Peripheral

tTo USBO

R20AN0413EJ0101 Rev.1.01
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a You can watch the state of the
(PR T B processing to make the USB connection

USB State Chart (Connecting...) (enumeration) in the state chart. In the
figure at left, the state of the USB is
[Address], and ‘Connecting..." is
indicated.

gl - O x|

‘ § USB State Chart (QF) 57 4 B3 T =08
|

USB State Chart (Connected)

Suspended

g el r

Address o

Default

Once the connection is successfully made,
Powered the state of the USB is [Configured], and
‘Connected’ is indicated.

Attached o

Detached - ; ; ‘ ; ‘ ; ; ; ; : |

Note 1:
If the state of the USB does not become
[Configured], you may not have installed the
USB driver. Install the USB driver that suits
your system.

Note 2:

If the message “The function that this view uses is not found. Please refer to help for this
view.” is displayed and no chart is drawn, a function required for drawing the chart may
not have been found due to compiler options for optimization.

Refer to [Troubleshooting] in the help display for the [USB State Chart (QE)] view.
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How to check the setup data:

o Click on [Show the Setup Data] in the upper-

- = o right corner of the view to check the setup data
= - = g corresponding to each plot of the chart.
- -I
O X
§ USB State Chart (QF) 5 A = =
. USB State Chart (Connected)
Suspended
Configured T—.
Address
s
ttached
Detached T T T T T T T T T T T
0 2 4 ) 8 1] 2 4 [ 8 20

15: state=Address : Setup Dataltype=DeviceToHost Standard, Device : request=GET DESCRIPTOR : value=512: index=0 length=9) ~
16: state=Address : Setup Dataltype=DeviceToHost Standard, Device : request=GET_DESCRIPTOR : value=512: index=0: length=2) 1
17: state=Address : Setup Dataltype=DeviceToHost Standard,Device : request=GET DESCRIPTOR : value=512 index=0 length=34)

18: state=Address : Setup Dataltype=DeviceToHost Standard,Device : request=GET_DESCRIPTOR : value=512: index=0: length=34) []

| 15 state=Adress: Setup Dataltype=HostToDevice Standard Device: request=SET CONFIGURATION : value=1: index=0: length=0)
20: state=Configured
] 21 state=Configured : Setup Data(type=DeviceToHost Standard,Interface : request=GET_DESCRIPTOR : value=5704: index=0: length=14 I
v

The horizontal axis of the chart does not indicate time but an index (up to 50) for state
transitions which corresponds to the indices at the start of each line of the setup data.

Setup data:

Setup data are sent from the host PC to the target device (peripheral) for acquiring or
setting information during processing for the USB connection. If there is a problem
while the USB connected is being made, you will need to check the setup data.

Figure 4-1 Checking the USB Connection
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5. Using QE for USB to Check the Settings

Next, we use QE for USB to check the setting of register

of Registers of the USB Controller

s of the USB controller. In this view, you can check

the values and meanings of the values of registers that are required for the use of the USB controller. If there

is a problem with a setting, the “NG” mark will be shown.

5.1 Showing Registers that Have been Set

Step 1: Show the [USB Setting Registers (QE)] view.

workspace? - & studio

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

4 Debug B Rxest GG+ i EXL
w Db 0 R O - Code Generator "Hik e i@ e 4 e
Debug >
€2 solution toolkit >
45 Debug 52 Partner 05 > iV B
v [£7] RX65N_2MB.x [Renesas GDB Hardware Debugging] Renesas 0S >
v [ RXESN_2MB.x [1] Renesas QF ,H“ B D RO e e s
v o Thread #11 (single core) (Suspended :Signal : S A e sB§ "USB Setting Registers (QF) 1
5 e N R P MISTLONE G Comtquor 2 VDR P e e e 8
5 Renesas GDB server (Host) Tracing > § USB Simplified Protocol Analysis (QE)

Step 2:
Check the values of registers that have been set.

#% Messuring Current Consumption (QF)

Select [USB Setting Registers (QE)] during debugging
(while the program is stopped).

Note:

Some devices have two USB channels.

USBO is operating by default.

The filtering function is useful for showing only the
registers of USBO.

[e?] m] X
" -
§ USB Setting Registers (QF) 2% ]2 Biga = 8
- -
Description I Status egister Name Value ()
USB Operation Enable |~ Enable SB0.SYSCFG,USBE Ox1
D+ Line Resister Control I +  OK(Pullup-enabled) SBO.SYSCFG.DPRPU Ox1
D+/D- Line Resistor Control +  OK(Pulldown-disabled) lSED.S‘f’SCFG.DRPD a0
Controller Function Select I + OK(Function) 'SED.SYSCFG.DCFM 0
USE Clock Enable I ¥ Enable SBO.SYSCFG.SCKE 0x1
USE Address I ~  OK(USB Address assigned) 5B0.USBADDR.USBADDR. w05
Pipe Window Select I +  Not Selected SBO.PIPESEL.PIPESEL 0x0
Endpoint Number I +  Unused pipe SBO.PIPECFG.EPMNUM 0x0
Transfer Direction ~  OK(Data receiving direction) 'SED.PIPECFG.D\R (0]
Pipe disabled at end of transfer I + Pipe continued at the end of L., .SED.PIPECFG.SHTNAK 0x0
Double Buffer Mode I + Single buffer mode SBO.PIPECFG.DBLE 0x0
Transfer Type I ~  Pipe Window is not selected HSED.PIPECFG.T‘FPE ax0 v

Green check marks indicate values that are OK.

NG values are indicated

X NG

as shown below.

Figure 5-1 Checking Register Settings
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5.2 Debugging Register Settings

If USB connection fails due to defective settings of registers, you may be able to solve the problem by
checking the [USB Setting Registers (QE)] view. The following shows an example when the setting of the
[Transfer Type] bits in the given register is incorrect.

Step 1:  Open the [USB Setting Registers (QE)] view while the program being debugged is stopped.

e?] | X
§ USB Setting Registers (QF) 52 v g Rilgt =0
Description Status Register Name Value &
Endpoint Mumber ¥ Unused pipe USBO.PIPECFG.EPMNUM 00
Transfer Direction + (OK(Data receiving direction) USBO.PIPECFG.DIR [e]
Pipe disabled at end of transfer v Pipe continued atthe end of t..  USBO.PIPECFG.SHTNAK 00
Double Buffer Mode b Sin%buﬂ:er mode USBO.PIPECFG.DBLB (0
I Transfer Type X NG(Setting prohibited) USBO.PIPECFG.TYPE %2 v

The setting is wrong.
This problem can be solved by using QE for USB.

Step 2: Check the meaning and correct value of the bits of the register in the popup help.

7] O ®
ji USB Setting Registers (QF) 52 v r@ Bina v= g
Description Status Register Name Walue &
Endpoint Number ¥ Unused pipe USBO.PIPECFG.EPMUM 0x0
Transfer Direction ¥ OK(Data receiving direction) USBO.PIPECFG.DIR. (i)
Pipe disabled at end of transfer  « Pipe continued at theend of t..  USBO.PIPECFG.SHTMAK 0x0
Double Buffer Mode ¥ Single buffer mod |ISRN PIPECEG DRIR Ll
Transfer Type x NG(SE“"W{UMIHH Transfer Type (USBO.PIPECFG.BIT.TYPE)

Bit Name

= PIPE1 and PIPE2
b15 b14 1
0 (: Pipe not used I
0 1: Bulk transfer
1 0: Setting prohibited I
1 1: Isochronous transfer I
i P o S o
b5 b14

0 &: Pipe not used

0 1: Bulk transfer kb
1 0: Setting prohibited [¥)
1 1: Setting prohibited

bis5, bi4 TYPE[1:0] Transfer Type‘1

Check the popup help.
This shows that the setting 10 (0x2) |<
for the [Transfer Type] bits is

prohibited for pipe 1, so another

value must be set.

S i
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Step 3: Set a breakpoint for the instruction that writes to the register with the incorrect setting.

X NG(Setting prohibited) USBO.PIPECFGTYPE
CL.. + x1/4 &7 Set Write Access Break

Right-click on the row for the register and select the [Set Write Access Break]
menu item. A write-access break is set for the register and a break is generated
in the program at the point of writing to the register.

Step 4: The source code is specified. Correct the value.
- \Qru:l . After you have reset the CPU, repeat execution by clicking on the
S | [Resume] button. Check the code at the point where the break occurred

and find the source code that led to the incorrect value being written.

[ resetprg.c main.c [€] r_usb_clibu... [€] r_usb_usbif ... rusb_creg.. 51| %

/* PIPE Configuration */
ffepalea usb_cstd_chg_curpipe(ptr, (uintlé_t) USB_PIPE@, (uintlé_t) USB_CU

i el il e wala_ s ey e alsipiey i e en - -
53 ffeaslfd [1w_usb_write_pipacfg(ptr‘, a);

~ #if defined(BSP_MCU RX64M) || defined(BSP_MCU_RX71M) l
hw_usb_write pipebuf(ptr, @); I
#endif /* defined(BSP_MCU_RX64M) || defined(BSP_MCU_RX71M) */ |
ffega205 hw_usb_write_pipemaxp(ptr, @);
US| O T, S SR NG BN BN B N S
ffewa21s hw_usb_write_pipesel(ptr, @);

When you have found the problem in the source code, consider how to correct the setting to
a value other than 0x02, which is a prohibited setting.

You can remove the write-access break in the [Breakpoints] view, which is opened from
[Window] -> [Show View] -> [Breakpoint] of the e? studio.

Figure 5-2 Debugging Register Settings
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6. Using QE for USB to Check the Values of USB Descriptors

Here, we use QE for USB to check the settings of USB descriptors. In the [USB Descriptors (QE)] view, you
can check the values and meanings of USB descriptors required for the operation of the USB and find NG
values if there are any.

6.1 Showing the Values of USB Descriptors

Step 1: Show the [USB Descriptors (QE)] view.

workspace2 - e studio

File Edit Source Refactor Navigate Search Project | RenesasViews Run  Window Help

= Sve oo | io-wels-4-a
: . ] Code Generator > L. . o
RN A B SRS HFrQ-i®d® P i F Y
Debug >
e2 solution toelkit >
% Debug 22 Partner OS > . 2 E
~ [£7] RX65M_2MB.x [Renesas GDB Hardware Debugging] Renesas 05 i C 1
v [ RX65N_2MB.x [1] Renesas QF S B USB Descriptors (QF) '
v o Thread #1 1 (single core] (Suspended :5ignali S ol Category S8 T ———

= PowerON_Reset PC() at resetprg.ci142 Oxffel
38 reeli-gdb -n-forcevz (7.82) v
W Renesas GDB server (Host) Tracing > § USBSimplified Protocol Analysis (QE)

Smart Configurator > §  USB State Chart (QE)

#%  Measuring Current Consumption (QF)

Select [USB Descriptors (QE)] during debugging
(while a program is being stopped).

Step 2: Check the descriptors.

e?] O X
§ USB Descriptors [QF) 52 2] ¥ = H
S N S .-
Descriptors Descripticn I Status Iu‘alue G
12| Device Descriptor USB Version I ¥ 0200 l51 2(0x200)
v || Configuration Descriptor Device Class v Use class information... B0(0x0)
v [ Interface Descriptor Device Sub Class I + Use class information... 'J[DxD]
| Endpoint Descriptor Device Protocol I +  Use class information... .J[DxD]
=] String Descriptor Max Packet Size for Endpoint 0 I v B4(0x40) '54[03(40]
Vendor ID 1 v oo (0x0)
Product ID I v 19(0x13) 19(0x13)
Device Version I + 0200 :151 2(0x200)
Manufacturer String Index I + Renesas (0x1)
< > Product String Index g ¥ USB Peri HIDFW I2[Dx2] v
o

Green check marks indicate values that are OK.
NG values are indicated as shown below.

X NG

Note:

If the message “The variable that this view uses is not found. Please refer to help for this
view.” is displayed and no information is displayed, a required variable may not have
been found due to compiler options for optimization.

Refer to [Troubleshooting] in the help display for the [USB Descriptors (QE)] view.

Figure 6-1 Checking the Descriptors
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6.2 Debugging Descriptors

If the USB connection fails or transfer fails after the USB connection, the setting of a descriptor may be
wrong. You can use the facility for debugging descriptors to check for the point of failure and correct the
problem. The following shows an example where a failure has occurred in the [Direction] setting of the

endpoint descriptor.

Step 1: Show the [USB Descriptors (QE)] view.

i USB Descriptors (QF) &2 2] A = 8
Descriptors Description Status Value -~
| Device Descriptor Endpoint Number v 1(0x1) 1{0x1)
v xj Conﬁguration Descriptor ies;me-d L8 R N N B | -‘, -C]K_ 8 B B N B N & B | ﬂoﬂj- -—
v %] Interface Descriptor Direction > NG(IN : Direction mismatch with... 1(0x1)
XJ Er‘ldpoint DESCI’iptOr -— T-ral.?':er-T}FE- N - ﬁte-"u-pt- LB & & B _§B _§ ] 3—(0):?) LB
= Endpeint Descriptor Synchronization Type v No Synchronization 0(00)
(] String Descriptor Usage Type v Data endpoint 00
Reserved ¥ QK {00}
Max Packet Size v B4{0nd0) B4{0ned0)
Additional Transaction Opp... v 0{00) 0(0u0)
Reserved v oK 0(0e) v
< >« >

The setting is wrong so we start debugging.
In this case, an NG message “IN: Direction mismatch with the pipe
information table” indicates that we can consider the setting “IN” to
differ from that in the pipe information table.

Step 2: Check the source code related to the incorrect descriptor setting.

Reserved

Direction

Transfer Type
Synchronization Type
Usage Type

Reserved

@ L 1_US LIS, L 1S ey G,
USB_SMPLRPRTLEN,

0x00,

/* Endpoint Descriptor 0 */

-
Te

¥ 0K O Ceell)
X ”G('”iﬂ'ﬂ@wiﬁ-hm - -f

¥ Interru Jump te Source
LB N ]

.-
¥ Mo Syni Jurnp to Pipe Information
v Data endpomt
0K

oo
)
Right-click on the NG row and select [Jump to Source].

L% U3 1Ty _ G e

The source code where the descriptor is set is
automatically selected.

“SE Dl P NOE SENT PN BN - -

[ui.nl:ﬁ t) (USE EP IN | USB EPl)

T
USB_INTEFMAXF, /¥
o, /=

S:wlMaxPacketrE

0Ox0R, /% &a:bInterval *#
= #if USE_PHID MODE != USE_PHID MOUSE_MODE
/* Endpoint Descriptor 1 */

T, I*
USE_DT_ENDPOINT, I*
{uinté_t) (USE_EP_OUT | USB_EF2), /
USB_EP_INT, e
USE_INTEFMAXE, I*
n

The direction is set as ‘IN’ and the value of the
descriptor is ‘USB_EP_IN’, indicating that the setting
is correct.
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Step 3: Check the source code where the pipe information table is set.

|~ Reserved 0K O(0ne0)
|~ Direction X MG(IM : Direction mismatch with... 17011
|~ Transfer Type v Interrup Jump to Source
o L ]
|~ Synchronization Type + Mo Sym r Jurnp to Pipe Information i
|~ Usage Type + Data eng|
|~ Reserved 0K O(0ne0)
Right-click on the ‘NG’ row and select [Jump to Pipe
Information].
The source code is automatically selected.
Check the Endpoint 1 (EP1) side.
L] T_usU_psigiidne [EERURTET S SR TSI A LY T_usU_E @ [}
uintls_t usb_gphid EpTbl[] = - B &
§ USB Descriptors (QF) &2 g] s
USB_PHID_USE_PIPE_IN,
/* TYPE  / PIn / EPNUM */ Descriptors Description Status Value
USB_INT | USB_DIR_P_OUT | USB_EP1, | Device Descriptor |~ Endpoint Number v 1) 1(0x1)
EP1 ﬂz:_;nN::I;MAXP w )ﬂ Configuration Descriptor = Reserved v 0K 0(0x0)
USB_NONE, . v ¥ Interface ?escriptOf |~ Direction > NG(IN : Direction mismatch with... 1(0x1)
USB_CUSE, %] Endpoint Descriptor [~ Transfer Type v Interrupt 3(0x3)
b 150 5D TR = (EE EED CTIEE Tk . J Endp.oint Descriptor [~ Synchronization Type + Mo Synchronization 0(0x0)
USB PHID USE PiI;E ouT o = » [ String Descriptor |~ Usage Type v Data endpoint 0(0x0)
/* TYPE  / DIR / EPNUM */ |- Reserved v OK 0(0s0)
USB_INT | USB_DIR_P_OUT | USB_EP2, [~ Max Packet Size v B(0d) B (D
1t B, I~ Additional Transaction Opp... v 0(0x0) {0x0)
EP2 USB_INT_OUT_EPMAXP,
USB_NONE, I~ Reserved v 0K 0(0x0)
USB_CUSE, < >«
ftendif /* USB_PHID_MODE != USB_PHID MOUSSEES S S
< >

Step 4: Correct the source code for the pipe information table.
Correct the code that was found in step 4 above to “USB_DIR_P_IN", then rebuild and run the program.

-~
§ USB Descriptors (QF) 52 ;ﬁlﬂ{
: — Update after
Descriptors Description Status Value G runni ng the
1| Device Descriptor = Endpoint Number v 1(0x) 101 program.
~ | Configuration Descriptor |~ Reserved ¥ 0K 0(0x0)
~ | Interface Descriptor |~ Direction v N 1(0x1)
| Endpaint Descriptor | |- Transfer Type v Interrupt 3(0x3)
| Endpoint Descriptor |~ Synchronization Type ¥ Mo Synchronization 0(00)
» [ String Descriptor |~ Usage Type + Data endpoint 0(00)
I Reserved v oK 0(0x0)
|~ Max Packet Size v B(0nd0) G0l
|~ Additional Transaction Opp... v 0(0x0) 00
I~ Reserved v oK 0(0x0)
< * || |- Interval for polling endpoint... v 10{0xa) 10(0xa) v

You can confirm that the discrepancy between the settings has been corrected
and the state is no longer “NG”.

Note:
The latest USB driver has no pipe information table.

Therefore, the error of the direction mismatch with the pipe information table cannot be
confirmed with the latest USB driver.

And the ‘Jump to Pipe Information’ feature does not work with the latest USB driver.

Figure 6-2 Debugging Descriptors
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7. Starting Wireshark from within QE for USB and Debugging the Contents of USB
Communications

Using the functions described in the previous chapters leads to the USB connection being established. The
free Wireshark tool is useful if you need to check and debug the contents of actual USB communications.
There is a function for starting Wireshark in the settings for checking communications of the target board
being debugged by using QE for USB.

Step 1: Show the [USB Simplified Protocol Analysis (QE)] view.

workspace? - & studio

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

45 Debug RX&5! CCs+ ’
w0 W | B Ll - Code Generator >
Debug >
&2 solution toolkit >

45 Debug 52 Partner 05 > V. B
~ [£] RX65N_2MB.x [Renesas GDB Hardware Debugging] Renesas 0S >

v [ RXESN_2MB.x [1] Renesas QF > § USB Descriptors (QF)

>

~ o Thread #11 (single core] (Suspended : Signal : S

n Sample Category §  USB Setting Registers (QE)
= PowerON_Reset_PC[) at resetprg.c:142 Oxffel St Confiourats 2| 8 sk state chort i
W re-elf-gdb -re-force-v2 (7.8.2) mart Lontigurator e e (o ——
45 Renesas GDB server (Host) Tracing >I §  USB Simplified Protocol Analysis (QE) ]
I easiing Cument Consumpron an

Select [USB Simplified Protocol Analysis (QE)] during
debugging (while a program is being executed).

Step 2: Install the free tools that are required.

If the required tools (USBPcap and Wireshark) have not been installed, a message is shown in the view
of QE for USB. Install the tools in response to this message.
*Versions for which operation has been checked: USBPcap 1.0.0.7 and Wireshark 1.12.10

Step 3: Start Wireshark.

§ USE Simplified Protocol Analysis (QF) 53 ¢t ¥ = 0O

Launch the protocol menitor tool "Wireshark".

Wireshark is started with this button during debugging (while a program is being
executed) when the target being debugged is selected.
*For how to use Wireshark, refer to its help display.

Note:
This function does not work with the latest Wireshark.

The latest Wireshark can acquire the contents of USB communications without using
QE.

Figure 7-1 Starting the Simple Protocol Analyzer
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8. USB Firmware Supported by QE for USB V1.2.1

QE for USB supports the peripheral functions of the USB firmware listed below.

MCU Firmware Rev.

USB Basic Mini Host and Peripheral Driver (USB Mini Firmware)

Firmware Integration Technology

USB Peripheral Mass Storage Class Driver for USB Mini Firmware

Firmware Integration Technology

USB Peripheral Communications Device Class Driver for USB Mini Firmware
Firmware Integration Technology

RX231, RX111 USB Peripheral Human Interface Device Class Driver for USB Mini Firmware 1.01-1.02,
Firmware Integration Technology 1.10

USB Peripheral Mass Storage Class Driver for USB Mini Firmware

Using Firmware Integration Technology Modules

USB Peripheral Communications Devices Class Driver for USB Mini Firmware
Using Firmware Integration Technology Modules

USB Peripheral Human Interface Devices Class Driver for USB Mini Firmware
Using Firmware Integration Technology Modules

USB Basic Host and Peripheral Driver

Firmware Integration Technology

USB Peripheral Mass Storage Class Driver (PMSC)

Firmware Integration Technology

USB Peripheral Communications Device Class Driver (PCDC)

RX63N, RX631, Firmware Integration Technology

RX64M, RX65N, USB Peripheral Human Interface Device Class Driver

Firmware Integration Technology

USB Peripheral Mass Storage Class Driver(PMSC)

Using Firmware Integration Technology Modules

USB Peripheral Communications Device Class Driver(PCDC)

Using Firmware Integration Technology Modules

USB Peripheral Human Interface Devices Class Driver

Using Firmware Integration Technology Modules

RX63N, RX631, | Renesas USB MCU and USB ASSP USB Basic Host and Peripheral firmware

RX62N, RX621 2.10

1.11-1.20

RX651, RX71M

Renesas USB MCU and USB ASSP USB Peripheral Mass Storage Class Driver(PMSC)

Renesas USB MCU and USB ASSP USB Peripheral Communications Device Class

Driver(PCDC) 2.10-2.30
Renesas USB MCU and USB ASSP Peripheral Human Interface Devices Class

Driver(PHID)

RX62N, RX621

USB Host and Peripheral Basic Mini Firmware ‘ 2.15
RL78/G1C, USB Peripheral Mass Storage Class Driver (PMSC) using Basic Mini Firmware 2.15
USB Peripheral Communications Device Class Driver (PCDC) using USB Basic
RL78/L1C Mini Firmware 215
USB Peripheral Human Interface Devices Class Driver (PHID) using Basic Mini 215
Firmware

Only the revision numbers of the following firmware listed below are supported.

MCU Firmware Rev.
Renesas USB MCU and USB ASSP USB Peripheral Mass Storage Class Driver(PMSC) 2.10
RX63N, RX631 Renesas USB MCU and USB ASSP USB Peripheral Communications Device Class 210
Driver(PCDC)
Renesas USB MCU and USB ASSP Peripheral Human Interface Devices Class Driver(PHID) 2.10
R20AN0413EJ0101 Rev.1.01 Page 19 of 20
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Revision History

Description
Rev. Date Page Summary
1.00 Jun 14, 2016 All First edition issued
1.01 Mar 22, 2019 —

1. Updating QE for USB to V1.2.1
2. Change example target device to RX65N
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an I/O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or /O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vix (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Vix (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Notice

1.

10.

11.
12.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quiality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’'s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

(Notel) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled

subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.
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For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.

© 2019 Renesas Electronics Corporation. All rights reserved.


https://www.renesas.com/
https://www.renesas.com/contact/

	1. Configuration of a System
	2. Installing QE for USB
	3. Importing the Sample Project
	4. Using QE for USB to Check a USB Connection
	4.1 Showing the USB State on the State Chart View

	5. Using QE for USB to Check the Settings of Registers of the USB Controller
	5.1 Showing Registers that Have been Set
	5.2 Debugging Register Settings

	6. Using QE for USB to Check the Values of USB Descriptors
	6.1 Showing the Values of USB Descriptors
	6.2 Debugging Descriptors

	7. Starting Wireshark from within QE for USB and Debugging the Contents of USB Communications
	8. USB Firmware Supported by QE for USB V1.2.1



